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Cos'e il Cybererimé€? ber cr
(2nai thyy})

Y Computer crime - From Wikipedia, the free encyclopedia

(Redirected fro e: http://en.wikipedia.org/wiki/Cybercrime )

v, Computer crime refers to any crime that involves a computer and a
network, where the computers may or may not have played an instrumental
part in the commission of the crime (Moore 2000). Netcrime refers, more
precisely, to criminal exploitation of the Internet . Issues surrounding this
type of crime have become high -profile, particularly those surrounding

, . and . There are

also prob’lems of when information is lost or intercepted,
lawfully or otherwise.

7 On the global level, both governments and non -state actors continue to
grow in importance, with the ability to engage in such activities as

. financial theft, and other cross -border crimes sometimes referred

to as . The international legal system is attempting to hold
actors accountable for their actions, with the
among the few addressing this threat.


http://en.wikipedia.org/w/index.php?title=Cybercrime&redirect=no
http://en.wikipedia.org/w/index.php?title=Cybercrime&redirect=no
http://en.wikipedia.org/w/index.php?title=Cybercrime&redirect=no
http://en.wikipedia.org/wiki/Cybercrime%2523cite_note-0
http://en.wikipedia.org/wiki/Hacker_(computer_security)
http://en.wikipedia.org/wiki/Copyright_infringement
http://en.wikipedia.org/wiki/Child_porn
http://en.wikipedia.org/wiki/Child_grooming
http://en.wikipedia.org/wiki/Privacy
http://en.wikipedia.org/wiki/Confidential
http://en.wikipedia.org/wiki/Espionage
http://en.wikipedia.org/wiki/Cyber_warfare
http://en.wikipedia.org/wiki/International_Criminal_Court
http://en.wikipedia.org/wiki/Cybercrime%2523cite_note-1
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(2ndi tiry))

¥ A prima vista,
sembra che stiamo
parlando di attori
differenti , con
scopi , obiettivi
(target) e modelli

criminosi differenti.

Contents [hide]

1 Topolog

1.3 Ocene or offensive content

1.4 Harassmen
1.5 Drug trafficking

6 Cyberterrorism

./ Cyber warfare

2 Documented cases

3 See also

4 References

9 Further reading
6 External links

6.1 Government resources



HeaclczssHafiling-Pogdeict
(UNICRI, ISECXOM|, CLUSHTY)

PROFILE

Wanna Be Lamer

OFFENDER ID

9-16 years
ol would Ilike
but | candt o

t

Script Kiddie

10-18 years
The script boy

Cracker

17-30 years
The destructor, burned ground

LONE / GROUP HACKER

TARGET

SME / Specific security flaws

Business company

Ethical Hacker

15-50 years
The oethicalé

h 3

LONE/
1GROWBR (6nf/ fomfuny | d

Vendor / Technology

MOTIVATIONS /
PURPOSES

For fashion,
boast and brag

For curiosity (to learn) and
altruistic purposes

Quiet, Paranoid, Skilled
Hacker

16-40 years
The very specialized and
paranoid attacker

On necessity

For curiosity (to learn) =>
egoistic purposes

yber -Warrior

18-50 years
The soldier, hacking for money

0Symbol 6 busi

End-User

nes

 For profy P @ny d

Industrial Spy

22-45 years
Industrial espionage

Business company /
Corporation

Government Agent

25-45 years
CIA, Mossad, FBI, etc.

LONE / GROUP

Government/ Suspected
Terrorist/

Strategic company/
Individual

Military Hacker

25-45 years

LONE / GROUP

Government/ Strategic
company

For profit

Espionage/

Counter -espionage
Vulnerability test
Activity -monitoring

Monitoring /
controlling /
crashing systems




Industriat Espionagle: cbs%ep |

(da wikipedia)
¥ Industrial espionage or corporate espionage IS
conducted for purposes
Instead of purposes.

7, Espionage takes place in  many forms . In short,
the purpose of espionage Is to gather
knowledge about (an) organization(s). A spy
may be hired , or may work for oneself .


http://en.wikipedia.org/wiki/Espionage
http://en.wikipedia.org/wiki/Commerce
http://en.wikipedia.org/wiki/National_security
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The term is distinct from legal and ethical activities such as examining
corporate publications : filings, and the like to determine
the activities of a corporation  (this is normally referred to as

). Theoretically the difference between espionage and legal
information gathering is  clear . In practice, it is sometimes quite difficult to
tell the difference between legal and illegal methods . Especially if one
starts to consider the ethical side of information gathering , the border
becomes even more blurred and elusive of definition.

Industrial espionage describes activities such as theft of :

: , and technological surveillance . As well as spying on
commercial organizations, governments can also be targets of
commercial espionage i for example, to determine the terms of a tender
for a government contract so that another tenderer can underbid.

Industrial espionage is most commonly associated with -heavy
industries, particularly the and


http://en.wikipedia.org/wiki/Website
http://en.wikipedia.org/wiki/Patent
http://en.wikipedia.org/wiki/Competitive_intelligence
http://en.wikipedia.org/wiki/Competitive_intelligence
http://en.wikipedia.org/wiki/Trade_secret
http://en.wikipedia.org/wiki/Bribe
http://en.wikipedia.org/wiki/Blackmail
http://en.wikipedia.org/wiki/Technology
http://en.wikipedia.org/wiki/Computer_industry
http://en.wikipedia.org/wiki/Automobile_industry

Una riflessions

.

ol nformati on can mak
between success and failure : If

IS stolen, the
competitive playing field is levelled or
even tipped I n favor

(ne parleremo dopo)


http://en.wikipedia.org/wiki/Trade_secret
http://en.wikipedia.org/wiki/Trade_secret
http://en.wikipedia.org/wiki/Trade_secret
http://en.wikipedia.org/wiki/Trade_secret

Cos'® fIntelligénce?t e | | |
¥, From wikipedia:
(http://en.wikipedia.org/wiki/Intelligence agency)

c An intelligence agency is agovernmental _agency thatis devoted to the  information gathering _ (known in the
contextas " intelligence ") for purposes of national security and defense . Means of information gathering may

include espionage , communication interception , cryptanalysis , cooperation with other institutions , and evaluation
of public sources . The assembly and propagation of this information is known as intelligence analysis
© Intelligence agencies can  provide the following services for their national governments:

A provide analysis in areas relevantto national security ;
A give early warning of impending crises;

A serve national and international  crisis management by helping to discern the intentions  of current or
potential opponents;

A inform national defense planning and military operations ;

A protect secrets , both of their own sources and activities, and those of other state agencies;
A and may act covertlyto  influence the outcome of events in favor of national interests .

C Intelligence agencies are also  involved in defensive activities such as counter -espionage or counter -terrorism .

C Some agencies are accused of being involved in assassination , arms sales, coups d'état_, and the placement of
misinformation ( propaganda ) as well as other covert operations, in order to support their own or their governments'
interests.



http://en.wikipedia.org/wiki/Government
http://en.wikipedia.org/wiki/Government_agency
http://en.wikipedia.org/wiki/Information_gathering
http://en.wikipedia.org/wiki/Intelligence_(information_gathering)
http://en.wikipedia.org/wiki/National_security
http://en.wikipedia.org/wiki/Defense_(military)
http://en.wikipedia.org/wiki/Espionage
http://en.wikipedia.org/wiki/SIGINT
http://en.wikipedia.org/wiki/Cryptanalysis
http://en.wikipedia.org/wiki/Intelligence_analysis
http://en.wikipedia.org/wiki/National_security
http://en.wikipedia.org/wiki/Crisis_management
http://en.wikipedia.org/wiki/Military_plan
http://en.wikipedia.org/wiki/Military_operations
http://en.wikipedia.org/wiki/National_interests
http://en.wikipedia.org/wiki/Counter-espionage
http://en.wikipedia.org/wiki/Counter-espionage
http://en.wikipedia.org/wiki/Counter-espionage
http://en.wikipedia.org/wiki/Counter-terrorism
http://en.wikipedia.org/wiki/Counter-terrorism
http://en.wikipedia.org/wiki/Counter-terrorism
http://en.wikipedia.org/wiki/Assassination
http://en.wikipedia.org/wiki/Arms_trade
http://en.wikipedia.org/wiki/Coup_d'%2525C3%2525A9tat
http://en.wikipedia.org/wiki/Propaganda
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Information warfare

From Wikipedia, the free encveclopedai
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Cos'e ¥Info Warfare?f o ,

The examples and perspective in this article
deal primarily with the United States and
do not represent a worldwide view of the

Main page
Contents N

Featured content
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Current events

subject. Please improve this article and

discuss the issue on the talk page. (March 2010)

Random article

» |nteraction
About Wikipedia
Community portal

Recent changes Inaccuracies. (July 2008)

This article is missing citations or needs

footnotes. Please help add inline citations to
guard against copyright violations and factual
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% From wikipedia: Contents [hide]
(

) 1 I::III'!'IE P'.l'li Eflll."'p'.
2 Information Operations
3 Non-military
%  Information warfare is the use and
management of information in pUI’SUIt

of a competitive advantage Over an
opponent . Information warfare may

involve of tactical

information, that one's

own information is valid, spreading of :

o] § to 7 External links
the enemy and the public, 7.1 Resources

undermining the quality of opposing .

force  information  and denial  of Sz BBl S

information -collection opportunities to 7.3 Papers: Rese:

opposing forces . 7.4 Papers: Other
%  Information warfare is closely linked to 7 5 News arficles

8 United States



http://en.wikipedia.org/wiki/Information_warfare
http://en.wikipedia.org/wiki/List_of_intelligence_gathering_disciplines
http://en.wikipedia.org/wiki/Information_assurance
http://en.wikipedia.org/wiki/Propaganda
http://en.wikipedia.org/wiki/Disinformation
http://en.wikipedia.org/wiki/Morale
http://en.wikipedia.org/wiki/Psychological_warfare
http://en.wikipedia.org/wiki/Psychological_warfare
http://en.wikipedia.org/wiki/Psychological_warfare

Attterition pplecsle!
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che cosa stiamo parlando !J

2 (anche se, | o I nserisce s
é. strana |l a vita ehe)

The U.S. (DoD) notes that cyberspace has emerged as a
national-level concern through several recent events of geo-strategic
significance. Among those are included the attack on Estonia's infrastruct 2007,
allegedl ssian hackers. "In August 2008, Russia again allegedly conducted
cyber attacks, this time in a coordinated and synchronized kinetic and non-kinetic
campaign against the country of Georgia. Fearing that such a may become
the norm i e warfare among nation-states, the concept of cyberspace
operations


http://en.wikipedia.org/wiki/United_States_Department_of_Defense
http://en.wikipedia.org/wiki/Estonia
http://en.wikipedia.org/wiki/Georgia_(country)

Ma di che - Paesi stiamo parlando?

USA (éeverywhere, always!)_ _ .
: : : ARLow RI s k2o

UK, Canada, Francia, Russia, Switzerland

Brazil

Israel & Palestinian National Authority

Zimbabwe

Mi ddl e East: Paesi oamicifj6 (UAE, Sau
China

India

Pakistan

North Korea (DPRK)

South Korea

Iran ANHIi gh RiI sk
Tatarstan

Kyrgyzstan

Ingushetia (ex URSS)

Myanmar

Russia (Estonia, Georgia)

ARnAver age RI
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Summary of nation-state cyberwarfare capabilities

China India Iran N. Korea Pakistan Russia

Official cyber-
warfare doctrine
Cyberwarfare
training
Cyberwarfare
exercises/simu-
lations
Collaberation
with I'T industry
and/or technical
universities

I'T road map

Information
warfare units
Record of hack-
ing other nations

Adapted from Charles Billo and Welton Chang, "Cyber Warfare: An Analysis of the Means and Motivations of
Selected Nation States,” lustitute for Security Technology Studies, Dartmouth College, December 2004
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Switzerland and cyberwar

T I Legal opinion Swiss CNO (10 March
ol .lwi. L..nl ":...a’ L 2009)

Qt‘m}{; T #’j*‘%d &’ '] I_nt_erp?;ellfatic;ﬂn.f:c_nlu.er on i:‘uternet
f%%ﬁi if;a :@? i&z% 8 A ' ,; 81 :r?::r:e};I;’jicrnaﬂr;gr;zcli:Izn information
. ool Ha4 operations (9 March 2009)
: 'F e @}{ F‘F ﬂ5|‘j =l ?@ 5(’_ “ | 1 Interpellation Graber on electronic
4 ‘?)‘ : warfare (18 December 2008) o7
.‘ ;” } i %ﬁg%&%%&i@jggg .?35 Zz I Foreign Ministry targeted by virus
Dxba. attack 7
\'(‘lv');-’):}g:‘ ':: 'F“ b &‘ME F.“‘:}m::{ ‘Ldésf 373 I Armed Forces Command Support

M7/

e 37439 d’"‘” '"% l: ?c:]M h J Sb ¢ Cf ; Organisation

beI30¢ I Reporting and Analysis Centre for
;zg e "k m‘”’“ l'lm o ‘;;"w‘ 'L":"J (ﬂ \m}@';\ 13 d Information Assurance (MELANI) =
C - -
) Ixf « " J" ' W; ""1«{':‘ I C}rt?ercrime Cc::u::rrdirjation Unit
7% SBPc 2 an Switzerland (KOBIK) o1
‘* a@x f‘§§g9841.th g f.?gdfvj-'\n i e , I Cooperative Cyber Defence Centre of

Excellence
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%, Non penso sia necessario riepilogare, zoomare,
commentare gli incidenti  gia avvenuti

wEO sufficliente el enca
Pr ossi mi |l ntervent |
Insieme , durante il dibattito :

U Estonia Cyber -war (2007)

U RussiaGeorgia Cyber -war (2008)

U North -Korea Attacks (2009)

U Google -Cina Operation Aurora (2010)
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Punti di coomddttdr érqLopsésti
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v PC Zombie (botnet) -> appr of |

medo6, sia I n contes

pol i cy permettendoe.
osomehowo, ad aggir

(broadband).

woedayso: ad oggi, tutt. S u
v»206ayso: ad oggi, nessuna O
exploitatad, ma bugs su | E¢
% (per | 0attacker) cambi a po
ownar e i 100/ 1000 PC del | ¢
broadband di utenti final e



Fico sono riuscito a mandaire
un virus alla torre di controlo.




¥ Videoclip (3 minuti, Olanda)
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Types of cyberconflict

CYBERWAR

CYBERTERRORISM

CYBERESPIONAGE

INTERNET CRIME

CYBERVANDALISM




Cytmzrcirimae

Cybercrime Underground
Economy

Claudio Guarnieri
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Cybercrime

Malware

e

Malicious Software

Black Market

Botnhets

Reti (networks) di computer infetti controllati,
tramite deibotomad umao nea tiir .
unodoentit? cr i miRenmie e . D

Administration Tool, ma con target di massa.
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Il BlackWeakketievistoada
Custonesr

¥, Crearsl una struttura
per inserirsi nel

. Malware
cybercrime e nel suo \
: Encrypting
relativo mercato non /
.. Toolkit per
essere operativi con Infezione

e difficile e si puo
un investimento i massa_ga Ny Acquisto
MIiNIMO € nessuna Servizio di

) Hosting
particolare st 4
competenza Traffico

tecnica.




Re: DDOS Service/DD”5 Cepen

Fapanr popyma

root moderator Ha nposepky.

Questi Forum sono amministrati dai
fGuarantorso, c he si f a
ogni vendita.

Pervctpayuwa: 06.10.2006
Aapec: BapSafocc
Coobuwenus: 12,689

Thanks: 642

Thanked 3,477 Times in 2,282
Posts

| Guarantors verificano ogni offerta di vendita certificando prodotto e venditore ed
approvando cosi la commercializzazione sul proprio portale.

Per questo servizi o mudrficdoselepe ®soanai ¢éhia
|l scrizioneo 0o una percentuale su ogni



Mallvwsaee Rewelopers

_ CoobweHune << Crapsie Tonukn Hosbie Tonnkmn >>

-| Hosuii bot! SpyEye v1.0 - 29.12.2009 4:39:51

3 X&) Spy Eye..

Coobuwenni: 7
Npacoeannnncs: 10.06.2009
Cratyc: offline Npusercreyo black-hat coobuiecreo!

Xouy npeacTasuTbh BaweMmy BHuMaHuio ceoero 6ora - SpyEye v1.0.

@eo

OAHO M3 rnaBHbiX Ha3HaveHui Gota - GopMrpabouHr.

Ha AaHHbIA MOMEHT, NoAAepPXKMBaIOTCA cneaylolue 6paysepsl: FIREFOX  IE MAXTHON

BOT MCNONbL3YeT TEXHONDrM0 rNOBaNLHOTO XyKKHra, fNepexearbiBaTcs PyHkumd U3 Gubnuotex wininet.cll & nsprd.dll. T.e. otnpaska oT4€T08 BYAET OCYLECTBNRTHCR OT BCeX
NPUANOXEHHA, KOTOPsIe paBoTaloT € ITuMu SubnuoTexamu

ApMuHKa peanu3osaHa Ha PHP c ucnons3osanmem AJAX. Boirnsagur conenvioiuum obnaom:

ravac s amnie  voumosnir manaun o sove amerna o seeran < |1 qUIE@SEO Forum Post il venditore offre
e e un malware di nome SpyEye con
features di Keylogging e Grabbing di
= credenziali HTTP e FTP.

1024x1114 124kb 1024x600 98khb 1024x600 91kl 500$

* Umeetcs keinorrep.
* Kaxablit ageHb oTcbinatoTea backup'sl noroe Ha email, B 3anaponeHHOM apxuee.

BTOpO# BaXHbIi MOAYb B 60Te - 3T0 asToB6UB KapToHa. Cpasy Xouy CKasaTb, YTO 3TOT MOAY/b NPeAHa3HaueH ANs Tex, KTO UMEeeT Aeno C
6unnuHraMm, naprTHEpkamu 1 T.n. OH He NpeaHasHaueH ANs NAeH, 3aHMMAIOWKUXCSA BELWEBbIM KapAUHIOM.
T.e. ecnvi BaM HYXXEH MaccoBbii B6MB, CKaXeM, B software-6UNuHr, unu, B Kakyo-Hubyab NAaTéxHYI0 CUCTEMY, NDUHUMAIOLLYIO KapTOH, TO




J-Loader - PeanaeHTHbIW n10aaep ¢ NOBbLIWEHOW usyyecrbto 6ora !

n = 2
RIBRORETEN J-Loader - HoBbili PeauaeHTHbIl noagep,

Pervctpauma: 16.03.2009 paspabotaH 8 2010 roay
Cocbwenua: 11
Thanks: 0 OcHoBHble ocobeHHOCTHU:- Bonblas CTOMKOCTb M HeybuBaeMocTb B cucreme (Ha 10-30 npoueHTOB Ny4lwe Nno TecTaMm 4Yem
Thanked O Times in O Posts y APYruUX N0afepoB Yepes HeAeNio UCMONb30BaHus )
*
PeanusosaHbl cnegyrowmne pyHkumn:- CKpbiTve, HEBMAMMOCTb M HEYOUBAEMOCTb B CUCTEME.
- 06xoa Bcex ®aepsonnos
- Bceraa YucToil YHUKanbHbii EXE yepes Hawy cnyxby kpuntosauus (AAMUH NaHesb 3anpawunBaeT YUCTbIe eXe C Halero
cepsepa)
- PaboTaer Kak nog pyToM Tak 1 nog recrom.
- O6xoa UAC 8 Windows7 u Vista

- EXe oCTaercs YUCTbIM O4EeHb A0NTO, Kaxabiin Bungp
- AAMWH naHenb cnocobxas aepxartb 6onbwne 60T
- 3awundposaHHbie nepeaasaeMbie 4aHHbIe, eCNU E
- [etTanbHas CTaTMCTMKa ANns Kaxaoro bunaa. I

n questoaltro post
- MNpoBepKa Ka4yecrsa CeTy 0TKyaa cKkaumsaeTcs Ex . . . N . o
caine o crapax) " ser vi Paclongod idifi mal war

- MNposepka kadvecrea EXE (B cTtatucruke BnaHo ec

- Baano xonuwectso yenewno samyuenix X | parmetterebbe il bypass di tutti | Firewall e
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- MOXHO CTasuTb 3aa4m No crpaHam u bunaam.

- MOXHO yCTaHaBnMBaTb KOIMYECTBO MHCTAN/IHOB & ContrOI dl WindOWS Vista e WIndOWS 7.

aBToOMaToM)

- ONuuMs 3a4epXKK nepea 3anyckoMm Supporto 24/7 .

- Nposepka Kadecrsa 60T0B U NOAPOBHAaN CTaTUCTV

- BNnoKMpoBKa CEeTeBOW aKTUBHOCTM U anaewnTa aHTy

6noKUpOBaTL BUPYCbl KOHKYPEHTOB)

- bnokuposka 3anycka EXE (MoxHo 6n0kuposaTh :

- ¥Ynpasnexue DNS. (MoxeTte npocrasutb 60Ty BME 488$ O 200$ al mese
OAHOKNACCHUKM UNWU BKOHTAKTE)

- CosMecTuM € NntobbiMu cuctemamu (oT 98-bix Ao Wi

- 24x7 Support

CroumocTb Mokynku:*
488 USD (2 Mecsiua kpunt 6ecnnatHo vepes Clean-EXE cuctemy)




Exploit Kits Developers

In questo post viene venduto un
rExploitKito compl et o di
Internet Explorer, Adobe Reader,

Flash, Microsoft DirectShow ed Excel.

800%




