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¾Disclaimer



6Raoulõs Disclaimer

Le informazioni contenute in questa presentazione non 
infrangono alcuna proprietà intellettuale, nè contengono 
strumenti o istruzioni che potrebbero essere in conflitto con la 
vigente legislazione.

I dati statistici ed i profili appartengono allôHackers Profiling 
Project (HPP), sotto il patrocinio dellôUNICRI e dellôISECOM.

I marchi registrati appartengono ai rispettivi proprietari.

Le opinioni qui espresse sono quelle dellôautore e non 
rispecchiano necessariamente quelle dellôUNICRI, di altre 
agenzie delle Nazioni Unite, dellôENISA o del CLUSIT.
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¾ Comitato Direttivo e Comitato Tecnico -
Scientifico del CLUSIT(2000-2010), socio 
Fondatore

¾ Membro del Permanent Stakeholders 
Group (PSG) dellõENISAðEuropean 
Network & Information Security Agency

¾ Senior Advisor, Strategic Alliances & 
Cybercrime Issues, UNICRIðUnited Nations 
Interregional Crime & Justice Research 
Institute

¾ Founder, @ Mediaservice.net

¾ Board of Directors, ISECOMðInstitute for 
Security and Open Methodologies

¾ Board of Directors, OWASP Italian Chapter

¾ Associated Partner, TSTFðTelecom Security 
Task Force

¾ ICANN (ALS)

Raoul ònobodyó Chiesa7
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¾Wikipedia Italia ònon lo saó J

¾Wikipedia intl. risponde: òComputer 

Crimeóé

Cosõ¯ il Cybercrime?
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¾ Computer crime - From Wikipedia, the free encyclopedia

(Redirected fro m Cybercri me: http://en.wikipedia.org/wiki/Cybercrime ) 

¾ Computer crime refers to any crime that involves a computer and a 
network, where the computers may or may not have played an instrumental 
part in the commission of the crime (Moore 2000). Netcrime refers, more 
precisely, to criminal exploitation of the Internet [1] . Issues surrounding this 
type of crime have become high -profile, particularly those surrounding 
hacking , copyright infringement , child porn , and child grooming . There are 
also problems of privacy when confidential information is lost or intercepted, 
lawfully or otherwise.

¾ On the global level, both governments and non -state actors continue to 
grow in importance, with the ability to engage in such activities as 
espionage , financial theft, and other cross -border crimes sometimes referred 
to as cyber warfare . The international legal system is attempting to hold 
actors accountable for their actions, with the International Criminal Court
among the few addressing this threat. [2]

Cosõ¯ il Cybercrime?

(2nd try!)
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http://en.wikipedia.org/w/index.php?title=Cybercrime&redirect=no
http://en.wikipedia.org/w/index.php?title=Cybercrime&redirect=no
http://en.wikipedia.org/w/index.php?title=Cybercrime&redirect=no
http://en.wikipedia.org/wiki/Cybercrime%2523cite_note-0
http://en.wikipedia.org/wiki/Hacker_(computer_security)
http://en.wikipedia.org/wiki/Copyright_infringement
http://en.wikipedia.org/wiki/Child_porn
http://en.wikipedia.org/wiki/Child_grooming
http://en.wikipedia.org/wiki/Privacy
http://en.wikipedia.org/wiki/Confidential
http://en.wikipedia.org/wiki/Espionage
http://en.wikipedia.org/wiki/Cyber_warfare
http://en.wikipedia.org/wiki/International_Criminal_Court
http://en.wikipedia.org/wiki/Cybercrime%2523cite_note-1
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Cosõ¯ il Cybercrime? 

(2nd try!)

¾ A prima vista, 

sembra che stiamo 

parlando di attori 

differenti , con 

scopi , obiettivi 

(target) e modelli 

criminosi differenti.
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Hackers Profiling Project 

(UNICRI, ISECOM, CLUSIT)

PROFILE OFFENDER ID LONE / GROUP HACKER TARGET
MOTIVATIONS /

PURPOSES

Wanna Be Lamer
9-16 years 
òI would like to be a hacker, 
but I canõtó

GROUP End-User
For fashion, Itõs òcooló => to 
boast and brag

Script Kiddie
10-18 years 
The script boy

GROUP: but they act alone SME / Specific security flaws
To give vent of their anger / 
attract mass -media attention

Cracker
17-30 years
The destructor, burned ground

LONE Business company
To demonstrate their power / 
attract mass -media attention

Ethical Hacker
15-50 years
The òethicaló hackerõs world

LONE / 
GROUP (only for fun)

Vendor / Technology
For curiosity (to learn) and 
altruistic purposes

Quiet, Paranoid, Skilled 
Hacker

16-40 years
The very specialized and 
paranoid attacker

LONE On necessity
For curiosity (to learn) => 
egoistic purposes

Cyber -Warrior
18-50 years
The soldier, hacking for money

LONE
òSymboló business company / 
End-User

For profit

Industrial Spy
22-45 years
Industrial espionage

LONE
Business company / 
Corporation

For profit

Government Agent
25-45 years
CIA, Mossad, FBI, etc.

LONE / GROUP

Government / Suspected 
Terrorist/
Strategic company/
Individual

Espionage/
Counter -espionage
Vulnerability test
Activity -monitoring 

Military Hacker 25-45 years LONE / GROUP
Government / Strategic 
company

Monitoring /
controlling /
crashing systems

13
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(da wikipedia)

¾ Industrial espionage or corporate espionage is 
espionage conducted for commercial purposes 
instead of national security purposes.

¾ Espionage takes place in many forms . In short, 
the purpose of espionage is to gather 
knowledge about (an) organization(s). A spy 
may be hired , or may work for oneself .

Industrial Espionage: cosõ¯?14

http://en.wikipedia.org/wiki/Espionage
http://en.wikipedia.org/wiki/Commerce
http://en.wikipedia.org/wiki/National_security
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¾ The term is distinct from legal and ethical activities such as examining 

corporate publications , websites , patent filings, and the like to determine 

the activities of a corporation (this is normally referred to as competitive 

intelligence ). Theoretically the difference between espionage and legal 

information gathering is clear . In practice, it is sometimes quite difficult to 

tell the difference between legal and illegal methods . Especially if one 

starts to consider the ethical side of information gathering , the border 

becomes even more blurred and elusive of definition.

¾ Industrial espionage describes activities such as theft of trade secrets , 

bribery , blackmail , and technological surveillance . As well as spying on 

commercial organizations, governments can also be targets of 

commercial espionage ñfor example, to determine the terms of a tender 

for a government contract so that another tenderer can underbid.

¾ Industrial espionage is most commonly associated with technology -heavy 

industries, particularly the computer and automobile sectors .

Zoomingé
15

http://en.wikipedia.org/wiki/Website
http://en.wikipedia.org/wiki/Patent
http://en.wikipedia.org/wiki/Competitive_intelligence
http://en.wikipedia.org/wiki/Competitive_intelligence
http://en.wikipedia.org/wiki/Trade_secret
http://en.wikipedia.org/wiki/Bribe
http://en.wikipedia.org/wiki/Blackmail
http://en.wikipedia.org/wiki/Technology
http://en.wikipedia.org/wiki/Computer_industry
http://en.wikipedia.org/wiki/Automobile_industry
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òInformation can make the difference 
between success and failure ; if a trade 

secr et is stolen, the 

competitive playing field is levelled or 
even tipped in favor of a competitor.ó

(ne parleremo dopo)

Una riflessione 16

http://en.wikipedia.org/wiki/Trade_secret
http://en.wikipedia.org/wiki/Trade_secret
http://en.wikipedia.org/wiki/Trade_secret
http://en.wikipedia.org/wiki/Trade_secret
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¾ From wikipedia:
(http://en.wikipedia.org/wiki/Intelligence agency)

Ç An intelligence agency is a governmental agency that is devoted to the information gathering (known in the 
context as " intelligence ") for purposes of national security and defense . Means of information gathering may 
include espionage , communication interception , cryptanalysis , cooperation with other institutions , and evaluation 
of public sources . The assembly and propagation of this information is known as intelligence analysis .

Ç Intelligence agencies can provide the following services for their national governments:

Á provide analysis in areas relevant to national security ;

Á give early warning of impending crises ;

Á serve national and international crisis management by helping to discern the intentions of current or 
potential opponents;

Á inform national defense planning and military operations ;

Á protect secrets , both of their own sources and activities, and those of other state agencies; 

Á and may act covertly to influence the outcome of events in favor of national interests .

Ç Intelligence agencies are also involved in defensive activities such as counter -espionage or counter -terrorism .

Ç Some agencies are accused of being involved in assassination , arms sales , coups d'état , and the placement of 
misinformation ( propaganda ) as well as other covert operations, in order to support their own or their governments' 
interests.

Cosõ¯ lõIntelligence?

(agenzie)
17

http://en.wikipedia.org/wiki/Government
http://en.wikipedia.org/wiki/Government_agency
http://en.wikipedia.org/wiki/Information_gathering
http://en.wikipedia.org/wiki/Intelligence_(information_gathering)
http://en.wikipedia.org/wiki/National_security
http://en.wikipedia.org/wiki/Defense_(military)
http://en.wikipedia.org/wiki/Espionage
http://en.wikipedia.org/wiki/SIGINT
http://en.wikipedia.org/wiki/Cryptanalysis
http://en.wikipedia.org/wiki/Intelligence_analysis
http://en.wikipedia.org/wiki/National_security
http://en.wikipedia.org/wiki/Crisis_management
http://en.wikipedia.org/wiki/Military_plan
http://en.wikipedia.org/wiki/Military_operations
http://en.wikipedia.org/wiki/National_interests
http://en.wikipedia.org/wiki/Counter-espionage
http://en.wikipedia.org/wiki/Counter-espionage
http://en.wikipedia.org/wiki/Counter-espionage
http://en.wikipedia.org/wiki/Counter-terrorism
http://en.wikipedia.org/wiki/Counter-terrorism
http://en.wikipedia.org/wiki/Counter-terrorism
http://en.wikipedia.org/wiki/Assassination
http://en.wikipedia.org/wiki/Arms_trade
http://en.wikipedia.org/wiki/Coup_d'%2525C3%2525A9tat
http://en.wikipedia.org/wiki/Propaganda
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¾ From wikipedia:
¾ (http://en.wikipedia.org/wiki/Information_warfare) 

Cosõ¯ lõInfo Warfare?
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¾ From wikipedia:
(http://en.wikipedia.org/wiki/Information_warfare

)

¾ Information warfare is the use and
management of information in pursuit
of a competitive advantage Over an
opponent . Information warfare may
involve Collection of tactical
information, assurance(s) that one's
own information is valid, spreading of
propaganda or disinformation to
demoralize the enemy and the public,
undermining the quality of opposing
force information and denial of
information -collection opportunities to
opposing forces .

¾ Information warfare is closely linked to
psychological warfare .

Cosõ¯ lõInformation Warfare? 

(cont.)
19

http://en.wikipedia.org/wiki/Information_warfare
http://en.wikipedia.org/wiki/List_of_intelligence_gathering_disciplines
http://en.wikipedia.org/wiki/Information_assurance
http://en.wikipedia.org/wiki/Propaganda
http://en.wikipedia.org/wiki/Disinformation
http://en.wikipedia.org/wiki/Morale
http://en.wikipedia.org/wiki/Psychological_warfare
http://en.wikipedia.org/wiki/Psychological_warfare
http://en.wikipedia.org/wiki/Psychological_warfare


¾ Se cerchiamo òCyber Warfare ó, Wikipedia sa di 
che cosa stiamo parlando ! J

¾ (anche se, lo inserisce sotto òcomputer crimesó 

é.strana la vita ehé)

Attention, please!

The U.S. Department of Defense (DoD) notes that cyberspace has emerged as a 

national-level concern through several recent events of geo-strategic 

significance. Among those are included the attack on Estonia's infrastructure in 2007, 

allegedly by Russian hackers. "In August 2008, Russia again allegedly conducted 

cyber attacks, this time in a coordinated and synchronized kinetic and non-kinetic 

campaign against the country of Georgia. Fearing that such attacks may become 

the norm in future warfare among nation-states, the concept of cyberspace 

operations impacts and will be adapted by warfighting military commanders in 

the future.

http://en.wikipedia.org/wiki/United_States_Department_of_Defense
http://en.wikipedia.org/wiki/Estonia
http://en.wikipedia.org/wiki/Georgia_(country)


Ma di che Paesi stiamo parlando?
¾ USA (éeverywhere, always!)

¾ UK, Canada, Francia, Russia, Switzerland

¾ Brazil

¾ Israel & Palestinian National Authority

¾ Zimbabwe

¾ Middle East: Paesi òamició (UAE, Saudi Arabiaé)

¾ China

¾ India

¾ Pakistan

¾ North Korea (DPRK)

¾ South Korea

¾ Iran

¾ Tatarstan

¾ Kyrgyzstan

¾ Ingushetia (ex URSS)

¾ Myanmar

¾ Russia (Estonia, Georgia)

ñLow Riskò

ñHigh Riskò

ñAverage Riskò
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Maécosa possono fare, 

esattamente?
22
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Maécosa possono fare, 

esattamente? /2
23
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¾ Non penso sia necessario riepilogare, zoomare, 
commentare gli incidenti già avvenuti .

¾ Eõ sufficiente elencarlié.per lasciare la parola ai 
prossimi interventié.e ritornarci poi sopra tutti 
insieme , durante il dibattito :

üEstonia Cyber -war (2007)

üRussia-Georgia Cyber -war (2008)

üNorth -Korea Attacks (2009)

üGoogle -Cina Operation Aurora (2010)

Esempi
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¾ PC Zombie (botnet) -> approfittano dellõóutonto 
medio ó, sia in contesto corporate (companyõs 
policy permettendoé.ma lõutente riesce sempre, 
òsomehowó, ad aggirarle!) che casalingo 
(broadband).

¾ ò0-daysó: ad oggi, tutti su sistemi MS Windows

¾ ò0-daysó: ad oggi, nessuna òvulnerabilit¨ non nota 
exploitataó, ma bugs su IE6.0 (!) & coé

¾ (per lõattacker) cambia poco/oramai quasi nulla, 
ownare  i 100/1000 PC dellõazienda X, o 100 
broadband di utenti finalié

Punti di contatto tra questi 
mondi? YES! L

28
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¾ Videoclip (3 minuti, Olanda)

30



31Per concludere (e riflettere) 31



32Cybercrime

Cybercrime Underground 
Economy

Claudio Guarnieri
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Cybercrime

Keywords

Black Market

BotnetsMalware

Malicious Software

Reti (networks) di computer infetti controllati, 

tramite dei malware ñrobotò automatizzati, da 

unôentit¨ criminale. Derivate dei Remote 

Administration Tool, ma con target di massa.

33
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Administrator Administrator

ModeratorModerator Moderator Moderator

Guarantors

Trial Seller Trial Seller Verified Seller Verified Seller

Verified Seller Verified Seller Verified Seller Verified Seller

User User User User

User User User User

User User User User

User User User User

Black Market 34



35

Il Black Market visto da 

Customer

¾ Crearsi una struttura 
per inserirsi nel 
cybercrime e nel suo 
relativo mercato non 
è difficile e si può 
essere operativi con 
un investimento 
minimo e nessuna 
particolare 
competenza 
tecnica.

Acquisto 

Malware

Encrypting 

Malware

Toolkit per 

Infezione 

di massa
Acquisto 

Servizio di 

Hosting

Acquisto 

Traffico

35



36

Questi Forum sono amministrati dai 

ñGuarantorsò, che si fanno garanti di 

ogni vendita.

I Guarantors verificano ogni offerta di vendita certificando prodotto e venditore ed 

approvando così la commercializzazione sul proprio portale.

Per questo servizio molto spesso richiedono ai ñverified sellerò o una ñtassa di 

iscrizioneò o una percentuale su ogni vendita.

ñIn Verifica.ò

Guarantors 36
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In questo Forum Post il venditore offre 

un malware di nome SpyEye con 

features di Keylogging e Grabbing di 

credenziali HTTP e FTP.

500$

Malware Developers 37
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In questôaltro post il venditore offre un 

servizio di ñPackingò di malware, che 

permetterebbe il bypass di tutti i Firewall e 

Antivirused il bypass dellôUser Access 

Control di Windows Vista e Windows 7. 

Supporto 24/7.

488$ o 200$ al mese

Packers Developers 38
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In questo post viene venduto un 

ñExploit Kitò completo di exploits per 

Internet Explorer, Adobe Reader, 

Flash, Microsoft DirectShow ed Excel.

800$

Exploit Kits Developers 39


