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Agenda
e About SophosLabs

e | atestThreats
e Email — Web
e Search Engine Poisoning

@ The Italian Connection

@ Protection



SophoslLabs Overview

e Global team of 80
e 24-7

e Mixture of skillsets

e \Vide array of responsibilities
® Analysis, IDEs
@ Spam rules
e HIPs rules
e Vulnerabilities, exploits
e DLP



SophoslLabs at the core
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SophosLabs

@ Detect and block the spam

® Block the spam website

e Detect and block the Malicious Javascript
@ Detect and block the Exploit

@ Detect and block the Trojan



Some Numbers

50000

5 Minutes

5 Seconds
5 Million



Web threats

incorporating lemonlovers.co.ul

"bringing limes and eyes together"

limeloving in cork & limelovers extreme

hit counter

® Over 90% are compromised websites

melovers.co.uk
inging limes and eyes together

e | egitimate organisations

e “Hacked”
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e Can be Anything!
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Sinowal — Install MBR Rootkit

Domains injected with JS/Sinowal (Feb 1st to Mar 17th 2010) I
!




From [2010-05-03

to [2010-06-03

Show |

Country: Italy MName: JS/Sinowal-Gen2

Mote: Click the name to search the malware queue for that domain

Domain

kromolab.it
sceglierbic.com
pureitems.com

motorcarz.it

alejandroherrerc.com

lineaguctidianc.nat
beatflv.net
rickmaker.net
basketforum.it
kaly.it

blog83.net
prolocoarzignano.it
monza-news.it
fertilita.org
esnpizsa.it

fi.it

dalleluche.com
elmotor.net
camilagiorgi.it
giratempoweb.net
gdrzine.com
giapo.it

giovannidaddabbo.com

elita.it
emanuelencnni.com
anrieti.it
styleforstyle.it

todotuseft.com

% of total

5.87
5.23
4.50
4.03
3.52
3.27
2.98
2.82
2.31
2.06
1.87
1.78
1.74
1.68
1.45
1.46
1.24
1.20
l.11
1.05
0.98
0.92
0.85
0.86
0.86
0.70
0.67
0.67

Total URIs

185
165
142
127
111
103
S4
89
73
63
35
56
35
53
47
46
39
38
35
33
31
29
Z8
27
27
22
21
21



Dynamic redirection: Sinowal

e Malicious script injected into legitimate sites
e Dynamic, date-driven generation of domains
® Query Twitter trends JSON data

® Use character in algorithm for domain

generation

@ [talian focus - hosting providers hit

Follow me on .+ e Heavily obfuscated JavaScript

e Payload: Sinowal (aka Mebroot)
e MBR rootkit

® Subtle, “sub-radar” attacks



Protection technology

e ‘Sighatures’

Content e Characteristics

e What is it going to do

Behaviour * \What is doing

e Where did it come from
e Have we seen it before

Reputation

11



Content - Detection signatures

Conventional Detection

@Streams ("PE")

;s CHD: wkid3 -g -r 1000, 6000 dwnl-hkw.unp
; File Format: Win3i: PE

; Entry Point: 0x0434b

; File Name : dwnl-hkw.unp
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Content - Proactive malware detection

Conventional Detection

@Streams ("PE")

;s CHD: wkid3 -g -r 1000, 6000 dwnl-hkw.unp

; File Format: Win3i: PE
; Entry Point: 0x0434b
; File Name : dwnl-hkw.unp
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Proactive Detection

Wstreams (" Gene")
zene ("Total, M3WVZSDLL™) D!==0 =0

Gene [("Total,Codelize—-A4A™)
<2000 far fail
D>6000 far fail

rQ '100 EmLmn

[z0
[20 Gene [TAND, ConfickPk,D11NoExp, VProtect ,NoRarof™) Dl==

[z0 Gene ["OF, FalsePaos™) D==

ins F1
iz 1011
g GCall Wiz/Confick-A4

[§=1uln]
GCall GfFreqgVar—-4
D>20 fail

GetPackGene

1 SetGeneEx ("Pack, ConfickPk™)
'l ZetGeneEx ("Gene, Packed™)
tfail tu



Runtime behavioral protection
e Complementary to Behavioral Genotype
@ |nspects process behaviour exhibited on the system
@ |nspects all running processes for sign of malicious
modifications of system objects
e Files
e Registry entries
e Processes
e Network connections

e | oaded drivers



-Process virus.exe starting...

- Oh, OK, scanning for viruses...

_ o _ _ - Nothing found.

Slmpllfled runtime archit@ - Virus.exe is opening registry run key...
- Interesting. Tell me more about it.

- Virus.exe registers itself to run key...
- Oh, no not OK, block operation!!!

- Operation blocked.

- Thank you kernel! /
- Reporting behaviour.

Privileged — kernel mode

. Non-privileged — user mode
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Reputation

sophoslabs
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Reputation

Active Users

SavCloud - Identity Browser

Navigation Dashboard

Identity Browser

Time Range:
Identity Prefix:

Columns —

Identity =3

v
SaecBb0dé32bezed
SfEE7d0S3cE0299a
Mal/Genearic-a
Mal/Hrup-&
Trajf Dwnldr-HgY
Mal/Packer
Mal/wWinTrirm-F
wazfallaple-F
MalfGeneric-E
Mal/Swizzor-kK
AppfInstanti-C
Mal/FakeAl-AD
Trojfvirturm-Gen
MalfAutoRun-1
Mal/koutodoor-A
Mal/Sality-B
Trajf Dwnldr-HYE
W3z Scribble-B
W32 Mofksyz-B
Mal/wintrim-E
Mal/WVBMarm-A
W3z Small-C
Mal/kates-A
MalfSality-0r
Sus/UnkPack-C

last manth ll |

Status

detected EL
detected EL
detected L

detected P

detected 5P

unknown P

Showing 1 to 25 of 500 entries

9958416
363687
334162

B2473
40545
35540
35021
33395
28017
24478
23634
22659
21197
19312
1gg81
1g084
17581
16958
14877
14647
14270
14139
13036
1191&
11735

= anna.szalay | fraser howard | james wyke | michael s | stephen edwards

Identity Manager

search |

148433
189300
195353
34443
34263
21713
33001
28091
17873
17313
13748
20014
13114
15249
16396
11770
8329
11981
14414
10979
11104
5560
BE12
2916
7480

ELSP Lookups » |M.XSurmsz £ M.Cust £ M.EP. &

105
3
15

-
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Login

Checksum Browser

443 LUMKMOWM_DIR
1 UMKMOWHN_DIR
12 UMEMOWM_DIR
1 UMEMOWH_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

LIMEMCWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

LIMEMCWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

LIMEMCWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

UIMEMOWM_DIR

LIMEMCWM_DIR

UIMEMOWM_DIR
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Path £

¥

Checksum Manager

Checksum Log

Filenarme = First Saen =
LEKXLUIL DLL 2010-03-16 18:12
8d8a61dcd07f91c5c7el  2010-03-16 19:02
hdl. exe 2010-03-17 11:0Z2
dca?l364821d52fc 2010-03-19 0646
dldr-hqy.unp 2010-03-19 06:45
fsgtest.exe 2010-02-17 00:11
dcatd4agc2lacessf 2010-03-24 18:08
blah-d.0o00 2010-03-19 06:42
1032cfea.unp 2010-03-19 0&:44
swizzo-k.004 2010-032-19 06:44
instac-c. peae 2010-02-19 06:46
encpk-bb, 001 2010-032-19 06:42
ADLTE2Ed exe 2010-03-19 07:58
rmautor-j, pes 2010-03-19 06:43
koutad-a,000 2010-03-19 02:0Z2
msal-b.ped 2010-03-16 20:02
dwnl-hye.pez 2010-03-19 06:46
scribb-b, pS9 2010-03-19 06:42
rndropckh.pee 2010-03-19 09:06
d16120a90080cE4b 2010-032-19 06:44
vbnar-a.00c 2010-03-12 09:04
SMALL-C.PEZ 2010-03-19 06:42
kates-a, 003 2010-03-19 06:46
d9eefce?17bd7E53 2010-03-18 23:03
rmazk-a.unl 2010-03-17 11:02

2 3

4

Last Seen =

2010-04-06
2010-03-31
2010-04-06
2010-03-29
2010-03-31
2010-04-01
2010-03-29
2010-03-31
2010-03-31
2010-03-31
2010-03-30
2010-03-31
2010-04-06
2010-03-31
2010-03-31
2010-03-31
2010-03-31
2010-03-31
2010-03-31
2010-03-29
2010-03-31
2010-03-30
2010-03-31
2010-03-29
2010-03-31

3 | Mext

21:42
11:14
12:52
0g:20
0727
13:119
08:32
05:42
07:28
0&:05
17:40
05:47
05:31
05:42
05:52
06:32
05:43
06:36
05:535
03:30
05:51
20:39
06:03
0g:31
0722

Last



Conclusions

e Rapidly changing threat landscape
@ Focus on making money

e Professional Malware development

® \Web is the focus

e Traditional AV signatures not enough



