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Agenda
About SophosLabs

LatestThreats

Email – Web

Search Engine PoisoningSearch Engine Poisoning

The Italian Connection

Protection



SophosLabs Overview

Global team of 80

24-7

Mixture of skillsets

Wide array of responsibilities

Analysis, IDEs

Spam rules

HIPs rules

Vulnerabilities, exploits

DLP



SophosLabs at the core



SophosLabs
Detect and block the spam

Block the spam website

Detect and block the Malicious Javascript

Detect and block the ExploitDetect and block the Exploit

Detect and block the Trojan



Some Numbers



Web threats

Over 90% are compromised websites

Legitimate organisations

“Hacked” 

Can be Anything!Can be Anything!



Sinowal – Install MBR Rootkit





Dynamic redirection: Sinowal
Malicious script injected into legitimate sites

Dynamic, date-driven generation of domains

Query Twitter trends JSON data

Use character in algorithm for domain

generation

Italian focus - hosting providers hit

Heavily obfuscated JavaScript

Payload: Sinowal (aka Mebroot)

MBR rootkit

Subtle, “sub-radar” attacks



Protection technology

• ‘Signatures’
• CharacteristicsContent

11

• What is it going to do
• What is doing

Behaviour

• Where did it come from
• Have we seen it before

Reputation



Content - Detection signatures

Conventional Detection



Content - Proactive malware detection

Conventional Detection Proactive Detection



Runtime behavioral protection
Complementary to Behavioral Genotype

Inspects process behaviour exhibited on the system

Inspects all running processes for sign of malicious 

modifications of system objectsmodifications of system objects

Files

Registry entries

Processes

Network connections

Loaded drivers



Register in run key

Simplified runtime architecture

-Process virus.exe starting…
- Oh, OK, scanning for viruses… 
- Nothing found.
- Virus.exe is opening registry run key...
- Interesting. Tell me more about it.
- Virus.exe registers itself to run key…
- Oh, no not OK, block operation!!!
- Operation blocked.
- Thank you kernel!
- Reporting behaviour.

Privileged – kernel mode

Non-privileged – user mode

Virus.exe



Reputation



Reputation



Conclusions
Rapidly changing threat landscape

Focus on making money

Professional Malware development

Web is the focusWeb is the focus

Traditional AV signatures not enough


